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How to Install Security Token to PC/Laptop

1. Plug the Security Token to PC / Laptop and copy the CryptolD_Setup.exe Software

from Security Token.

Marne Date modified Type Size

~ Files Currently on the Disc

AutoRun.exe 3/18/2019 7:27 AM Application 127 KB
;B AUTORUMN.INF 3/18/2019 7:27 AM Setup Information 1KE
ﬁ! CryptolD_Setup.exe 12/11,2019 2:02 PM Application 1,828 KB
~ Files Ready to Be Written to the Disc
desktop.ini 8/3/2023 11:32 AM Configuration sett... 1KBE
2. Extract the content & install software.
3. Double Click on CryptolD Setup Application
ﬁ_%! CryptolD_Setup.exe 12/11,/2019 2:02 PM Application 1,828 KB
¢ Install the CryptolD Setup Authentication Client / Double click
Select Setup Language >
@] Select the language to use during the
l%‘-" installation:
Concel
Click==== ok
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ﬁ%‘ Setup - CryptolD -

Select Destination Location
Where should CryptoID be installed?

Setup will install CryptolD into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

C:\Program Files (x88)\CryptoID Browse, ..

At least 6.0 MB of free disk space is required.

Click == next

ﬁ'f}‘ Setup - CryptolD —

select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing CryptolD,
then dick Mext.

Additional shortcuts:
B cCreate a desktop shortcut

Click=== next
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Ready to Install
Setup is now ready to begin installing CryptoID on your computer.

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)\CryptolID

Start Menu folder:
CryptolD

Additional tasks:
Additional shortcuts:
Create a desktop shortout

< Back Instal Cancel

Click = Install

Completing the CryptolD Setup
Wizard

To complete the installation of CryptolD, Setup must restart
your computer. Would you like to restart now?

o Yes, restart the computer now
()Mo, I wil restart the computer later

Click=== Finish
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4. Click the Trust key icon %

before
."'/ e . —
.ﬂ mloken CryptolD Certificate Utility V2.1.18.1010 — x
"
O Lonauni rfioken
v - Token
hd @ mToken CryptolD Field Value
; i % Change User PIN
¢ Change Token Name Token Name mToken CryptolD
Eéﬂ Certificates Manufacturer Longmai

i | System Information Model CryptoIDA

- About Serial Mumber 5L2107002416
Max PIN Length 16
Min PIN Length 4
Max PIN try count 10
User PIN Try Times 10
Token State Urlocked
Total Memory 128 KB
Free Memory 120 KB
Hardware Version 5.00
Firmware Version 311
FIFS 140-2 Compatible

Refresh

5. You can easily get a password using the default password given to you.

ﬂ miToken CryptolD Certificate Uility V2.1.18.1010 — >
0LONGMM moken
V - Token

%2 miToken CryptoID

% Change User PIN

¢~ Change Token Name
L JE7] Certificates

System Information

About

Old User PIN:

Mew User PIN:

Confirm PIN:
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6. Open Root and Intermediate Certificate

Colection of the Og : > Qpen
Alweys open Sies of this type
(— }
Aanyt open Slet of ths Spe ; Show in folder
I
.y ! B inemedistezp v B oo ~
Bl crervedaress a B recrse s
E & et

W o o nece tosenen o o o &

L

BT NND 0SS

N L e o e

7. Install Root and Intermediate Certificate
e Double click Click Install Certificate

n Certificate

General Detads Certfcaton Path

§5 Certificate Information

Thas cortifi = ded for the followeng purpose(s):

* 13615 1.9592855.100.1
= Al ApOECADON DORCES

* Refer 1o the certScaton authority’s statement for detads.

Isswed to: LarkaSon Root CA
Isswed by: LankaSon Root CA

Vabd froen 10/10/2017 to 10/10/2032

[t coomeoee

Click=====|nstall certificate
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L* Confimte lvgon Wand

Welcome to the Certificate Import Wizard

T mitard helos you copy Certicaties, cerbicate Tuat iy, and certficate revocation
Ists Som your ek 10 3 Corbicate store.

A cordficate, wheh it saued by & certfcaton authorty, i & confirmaton of your dentty
20 Contans Nformaton used 19 Orotect dats o %) estabish senure retwark
cornections. A certicate shore & e system aea shere cortfcates are ket

Siore Locaton
®) Ourrent sy
Olacal Makve

1o conirue, Ok Next.

Click == next

8. Select “Place all certification in the following store” and click on Browse.

r .
Centificate [npon Wizaed a4

Cortificate Store
Certficate stores are system areas where certificates are kept,

Windows can automancaly sefect a cersficate store, or you can speafy 3 locaton for
the certficate.

Automatically select the cestificate store based on the type of certificate
|5 Place al cersficates i the folowiny; store |
Certificate store:

Loarn more about oo lifiate stoces

<Bock || mex> | | cawe |

9. If you browsed “LankaSign Root CA” select the certificate store as Trusted Root
Certificate Authorities
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- . -
Certificate Import Wizard X
r.-“
Select Certificate Store 5

Select the certificate store you want to use.

- you can spedfy a kocation for

Tv Root Certfication M&‘oﬁﬁ:s
STpree s
e | the type of certificate
-+ Intermediate Certification Authorities
| Trusted Publshers
L Uinisted Cortificates =
<| T |+

S Browse...
[ Show physical stores

o) (o

Learn more about certificate stores

e e | ey

Click == ok

= £ Certder ghe beveperert Wazaed

Completing the Certificate Import Wizard

-

Thee certfcste wall bee mmported wfter wou dhak Presh

Tou haoe wpecied S Soloarss e e
B ptmeray b iy S lerrraraed by S werard
far=tt ] (= T

Click=== Finish
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Certificate Import Wizard X

o The import was successful,

OK

Click==== 0Ok

10. Check the installed certificate

Type in search bar === run

m D -ﬁn Fikmry
Best match

= Faun
Dacidap app

Sattings -

B Runprograms made Tor presvious wrkions
o Windorws

P Wk recomimenched actions 16 biep
Wingcres nanning smacthly

B Choose which apgs can an in thi ]
Bacigrund

S arg h sugpesbons
L run - See web reih

yidhaae (3]

£ |

Get the run window
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Type the name of a program, folder, document or Internet

= =
resouce, and YWindoes will open it far WOLL

Qpen: . CRrtmgr mss

Type on search bar certmgr.msc

Click m—) Ok
Click == yesin popup window

11. Select the Trusted Root Certification Authorities Certificates

It will show the installed Root Certificate

ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] = O
File Action View Help

e n@E I XE=HE

G Certificates - Current User Issued To Issued By Expiration Date
’ —' Personal - [5]GTS Root R1 GTS Root R1 6/22/2036
v [ Trusted Root Certification | || ez poop x4 ISRG Root X1 6/4/2035

o B LankaSign CSP-Root CA LankaSign CSP-Root CA 3/6/2039

» || Enterprise Trust . .

5 7 Intermediate Certification @Lankas?gn CSP-UAT-Root CA Lankangn CSP-UAT-Root CA 4/21/2038
5[] Active Directory User Obje [l LankaSign Root CA LankaSign Root CA 10/10/2032
5 [ Trusted Publishers [ZIManageEngineCA ManageEngineCA 6/10/2122
5 [ Untrusted Certificates [ZIManageEngineCA-DS-CA ManageEngineCA-D5-CA 6/10/2122
5 [ Third-Party Root Certifica S Microsoft Authenticodeitm) Ro... Microsoft Authenticode(tm) Root..  1/1/2000

5 [ Trusted People S Microsoft ECC Product Root Ce... Microsoft ECC Product Root Certi...  2/28/2043
» [ ] Client Authentication lssu S Microsoft ECC Root Certificate .. Microsoft ECC Root Certificate Au...  7/18/2042
» || Other People S Microsoft ECC TS Root Certifica... Microsoft ECC TS Root Certificate..  2/28/2043
> [ AdobeCertStore S Microsoft Identity Verification R... Microsoft [dentity Verification Ro...  4/17/2043
s || Preview Build Roots @Microsof‘t Root Authority Microsoft Reot Authority 12/31/2020
» [1 Local NonRemovable Cer S Microsoft Root Certificate Auth... Microsoft Root Certificate Authori...  5/10/2021

» [ MslEHistorylournal 5] Microsoft Root Certificate Auth... Microsoft Root Certificate Authori..,  6/24/2035
> ;l Remote Desktop S Microsoft Root Certificate Auth... Microsoft Root Certificate Authori..  3/23/2036
» [ Certificate Enrollment Rec || (= ficrosoft RSA Root Certificate... Microsoft RSA Root Certificate Au...  7/19/2042

Trusted Root Certification Authorities store contains 58 certificates.
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File  Action View Help

e E s 2XEEHBE

ﬁ certmgr - [Certificates - Current Usenntermediate Certification Authorties\Certificates]

Eﬁ] Certificates - Current User

5 || Personal

~ || Trusted Root Certification

[ Certificates

» [ Enterprise Trust

w || Intermediate Certification
[ 7| Certificate Revocation

[ | Active Directory User Obje

|7 Trusted Publishers

|| Untrusted Certificates

[ | Third-Party Root Certifica

[ | Trusted People

7| Client Authentication lssu

[ | Other People

7| AdobeCertStore

|| Preview Build Roots

| Lecal MonRemovable Cer

[ | MSIEHistorylournal

WOWOW W W W W W W W

lszued To

5] LANKAPAY_RVPN_CA_CERT

Issued By
LANKAPAY RVPM_CA_CERT

Expiration Date
21472027

B | ankaSign CSP RSA SubCA

[=LankaSign CSP-Root CA
[ZlLankaSign CSP-SubCA
[Z]LankaSign CSP-UAT-SubCA
glLankaSign Intermediate CA

ZIMicrosoft Azure RSA TLS Issuin...
[ZIMicrosoft Azure RSA TLS Issuin...
S IMicrosoft TPM Root Certificate ...
ZIMicrosoft Windows Code Signi...
gl Microsoft Windows Hardware ...

I NIC sub-CA for NIC 2011
5] NSDL e-Gov CA 2014

L INTC-KEYID-23F4E22 AD3BERTAA. .

= PantaSign CA 2022
= RajComp CA 2022

ZRoot Agency

LankaSign C5P-Root CA
LankaSign C5P-Root CA
LankaSign C5P-Root CA
LankaSign C5P-UAT-Root CA
LankaSign Root CA

DigiCert Global Root G2

DigiCert Global Root G2

Microsoft TPM Root Certificate A...
Microsoft Root Certificate Authori..,
Microsoft Root Authority

MIC CA 2011

CCA India 2014

Microsoft TPM Root Certificate A...
CCA India 2022

CCA India 2022

Root Agency

12/19/2036
3/6/2039
37772036
10/24/2035
27272026
8/26/2026
8/26/2026
12/11/2039
b/24/2035
12/31/2002
311072016
3/3/2024
5/2/2030
3/16/2032
2/16/2032
1/1/2040

Jntermediate Certification Authorities store contains 85 certificates.

(It will show the installed Intermediate Certificate)
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